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Abstract: With the in-depth development and continuous innovation of blockchain technology, blockchain networks
suitable for different application scenarios and design requirements have emerged as the times require, the mutual inde-
pendence of blockchains inevitably forms the value island effect of the blockchain. Cross-chain technology is an impor-
tant technical means to realize industrial collaboration and value circulation between different blockchains and improve
their interoperability and scalability. Firstly, the basic concept of cross-chain was introduced. And then, the technical dif-
ficulties of cross-chain, the technical characteristics of the main mechanism of cross-chain, and the security of cross-chain
were analyzed in detail. Finally, the challenges faced by the current cross-chain technology were introduced, and the fu-
ture development of cross-chain technology was prospected.
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BTC AT . Cosmos® 3T Tendermint**'3t
ALK FH A 48 1) 07 SRS BB 8528 B, Cosmos
WX 2% 25 K AL 4G Huby Zone. IBC 3 N4, H
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G LIRS, RS Gy et i ] B O A
PR3 I 7 LR R o ) i 2V o A B [X B ) 1)
P RS RO VSN, B T —
T TN EE A ) MR AIR N U ) 42 ) SR, 1 SR
i Plasma 75 1056 X Hele (M BEREATH 2%, )
AT RS AT, IS EREI T ERURR
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Hash(r ¥ 8 7 Ml e R e & 4h, IFRER
Sy RS, K Ay B EIK S By FIBUEE, 1E
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Pt S, AR 5N T RS B
ZREE . Bmpt S tE, ARG S TS
PERE, 380 T BGEE BB A, FRAC T B EEAS
SR o i 2 OB T R M S BE
PERET A B, XM AE Fabric X HUEESI A
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AT XS5 05 72 2 B, A Y & T Fabric 5 HAl
X P s sE 7 X, REEREKYH, LA S
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A AL EH#EH (distributed private key con-
trol) &0 R P AR B AR WVRI T IR 3 A
TR i KOy B BT RO F R T
B, Gl g NBUE AR AERAE, SR
FERVHIEAT o A I S B, PR B B o B e
SRR AV S b, BTN DR AT B AL
()25 A B, T8 T PR TR B R A T P B B A
BAME RS . fERS R, 057 BB A0 At
HETA 2575 3L R e, ARFRIE T RRAE Y A
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oA ALEH I HI B KT H A Wanchain
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RSN RTT R AR T A S B AL . {E Fusion” 11 H
o, DLH SR MR 5G], EBUE B, A
A [F] Fusion KB F=HUEiE R, it aea 2%
FHBENL D KGR AL A FEURE R Re 6 2R ]
()AL R B =B e, B R A LIFERIA A B
BE J5 BT HAE Fusion BT EMRBIT B, 5
M A [A] Fusion KB F=MESHER, & EEE LA
Fusion ' A (55 f5, | RIS 584 TER, *f
PLFAHTT R AR 5 J5 454, e BT
J7HE, BBUE B R A, R R A AT
J& B8t Fusion H' A [R5,
3.5 EAHSERSHLE

AUENAEEVR A ML (notary scheme + side-
chains mixing technology) 454 7 A 1E AL
YESZERTET . TeA0 S A% T A S E B DA S A I B
A PO E R A, E e X U 2 (R4 B AT

I3 AT AR AR SEBLES S 78 7= 1 P 22 HL,
WG T Ok R, RIS, I BB R S B [A]
R HIEAE A .

AVE N+ R A VLR AR ITE A Ether
Universe 1 Sifchain. Ether Universe +& 55— %
AN ENHMEER S LI T EOSIO 3.0 “F&aHiAR
PERENRSS T7 %, A A AW ST RS, HaIA
EAL HEEAL B LIRS DPoSPALiRNLH, 7£
Lo MR FRAREA . fRE e, 2t 7 s
BT ERHEF . Sifchain 5T Cosmos% [X B % 2% il
Tendermint™ LIRS 22, A FH XU 4 E A IBC
L, SRIEREILRR M. DAKYG . MR e
20 Z % FIMX BRI PSR, BA mtERe . KK
A =Y RSN A
3.6 5 MhEEEEMLEI LI

7 AT BV HL R L IR 5 AR RN
M ZES, RACMHEEREME, FERE, 25TH
TEEEH . RETHTESE =g, 260 H
TEFMFHI. £E0HTEREG =T, PehEss
PUAMESE . BEBERT 5 R BEE 2 o ME DL AR T H
SGZAYEFEXT 5 MG RE AT AT 2L LU, B5E
FBEHLH M RE XS B AR 2.

EHBRAEVE DT, W6 A 8 € RIE RS By it f
BT I AR B TR ik e XEBE Ty, FEAERR
AR R F, DA AE X AR L A 5 B S A
B TEASAEBIR G, A uE AALE B 75 Z el {E4E
S =T E N NIEN, e O RS, HARAL
) D) AS 2 35 Ko I ) A 5 B A 4 g T, 5 L
VISCRRISRE O e A0y (ESRETE P-  % J5, H
T A B I R A AR AIE TR — Ak e B R
MEAAR, Fik, ASE RBEH TR~
A, TGRS IS BE B PR A, T HARLR 3
AISCELEE PR AL TR EESEETS MLT T, 5 FhAL
) rF AT W A B A B SRR T LR A
FE B BE TT P HRAP 710, 5 FhLI 32 SRR I B BF 7= 4K
o, A B E A R 4 N SRS E R
FEHCHT EESRESCHOMERE T, A uE AL
FARE 24 N UE N AL AR B AH X 7 B, 17 23 A 2
ZE NAE AW R SEBUECN B 3, 4 kA H
SCIRAERE R A, EE  BRITE B SN, HiAl 3 Fh
138 T A R I 8RS O T X AT
o, SCELE R, [FE, AU ARG
ML) S A P 0 vy, P A B o Y e £ 5K
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HARMEME K] i (AR RXFAXMRIG P K]
IRk, /A
R
fEATRERY EZ UNTINI B4 AR 2 RAL AR RR ITHEARS R TRARE
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ZEME
ST AT TS TS AL e e e HEA A 2 e
RETHTEHERSIT B (REMFA—H & REBEFr 2 I
ZAEAE)
5 e S B S EE [ ik h [
PEHEAC 5 ik ik LY Ly =1
PR A fi% fi% L Ly [
RETH Interledger BTC Relay AR S Wanchain Ether Universe
Palletone Cosmos Fusion Sifchain
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AP HIA T E SR R R, HEREAH
FORE R RGBT K, A — E SRR
FEWSBESZ ) R TT I, AAE AN A ENER
BRI 8] P R e SEBIL R B S S B IR H M,
VRN 2 A B AT R A Y, X R L
BEAR T B Wk, MIBERR 241545 B gk, B
A KA RRA REFIN, S5 RORBUR, W\
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fift, — MR LAREE T A5 R, A AR
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RNENSEBL TS BEAE 5y PR A B, BB
MR, (EFSEERZ A I m, A~ UE B EAE
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T2 AN TIEAANEE LRI, B IX %
VEERER, WA BUE R AR IR =7, B
P RIY Sk = W e o S S 2 W v E Ko
SKHL TR JREBE B AR R & AU B, B
PRI BE MR BB P 9 R 3R RO, R A TRt AT
11 23 SE N+ i VB & AL e 3 08 2 A1 5 A
NUEN, A R06E S T o i RS, B B
Zatt.

WA L3 5 FiEsEEL R K LB AT LS 25
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B, H RN IEERA L MhEeE 2 P E N 5
FORINAEREMEERENLE], 27T, BRI,
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4 BEZEMSHN

PEBERAR R B BRI A AN K, B R iS4k
THINIS AR RIF B, T HAE P REE L 58 ) PR RE
BE P AT AR AEEAR R 2 A5, BRIt
B EEFEROR M AT I N o SR 35 2 AR P
I B4 B K 7 SRALT- 1B AN & L3 i) i, i 2 38 72 JE
BRE RAFAR ORI A I, AR, — RYIESHE
IS FH AU I 22 A AU R A2, BBECR, 5w
A I R D O R A S B AR KRB R R . A
SRSl NS AL 0 A 2 R T X S i 1) 2
A i) FEAT TR A
4.1 A EIEHEN G %= 2B

MR LR B RE L 1 LL T N, RS R Ak
JITH B N AU VA L 4 22 4 P A X 5 vy
b, FoAth JURRESBENL I R AR HOAR JF 38 5 W i 523l
ST HATAEI BRI, SITEAFR T HAFEE —E %
AR, AR SCER SO H R A A UE AL
B/ gk A BIUE 3 FRESEENLE A 2 AV i) AT
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ISR N L A — 4 AR SI2 I AF S 187 BRL (1) 195
HLIEI, BEfs SCREAS R S5 0 K i 2 X B>, (B A
AWUIA T B —M 7, T HIIATEH=
TN, ORI, BRI e E
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Je oy A A4 i NHLIE — @ R FE B H %2
2, HIFAR TSI o, HIL T RS K
SRAFAEPS),

4.1.2 k) gk 22 ) AL

B A& — AN AR AN F RS AT IR X HesE, [
U, BSR4 1 22 AL A2 LI, TR B
A Gy i R b R EE A I X K DU IR AT &)
REBPONTT, TIESRI EEEM % ETE M 55,
BRI, 3k et 822 5 (5 Bl AT A T S kA iE
WP, I L IX B I Bl AT IR AP, i
FHEM 2 A TCIELEMEE E AR K. T 4k A
JoT b R S5oF A IR N AL ) A0 A0 AL 1] P A 285 i R S
i, f—Fh A b I AUE ML, BEAREEE )
ZRMA R, BHS & PATER 22—
FEFE |-t 2 52 3 XU 1R i,

4.1.3 oA BT s A R AL

MRS 7Bl 0 TARNLH], 2525 1& 7k
DG MASAT, IS e SCBUR A, PR, e
BREPFEERE =7, T AEANS], H2sq
B, N H BT ER e, Aok T EE
HIEAT Gy AT, A REAK T G R, H 2 A
B AE — 2 FEJE b A 52 i [A) B e R T 4 B e ML
SO, e A ) BRI [RGB A I
)85 PR A8 S I ), G SR A SR A8 5 7 AR S TR
WHSL KRR 22 5, JFiE ik A 28 % [F i
B, A2 TE W 2 i oK S A 2 A E .,
AT BH 28 1E5 28 (5 B RIS s e A Bt 1R 18 7=
SEMTBL, 25T ML “ vk fL” POy SR —
LR LR X HUE I 25 (PPIR A, DAE RS 5 U7 g
B X 28 5 I 4 R AT 25 4 BAIE, X N T B
Bk “#ER”, BECE 5 H P AVH, AT gi A
FURALEE T
42 ARBEHLBE L L@

TEFSFEM 28, B X B B 220 i LR
il A e 1 BT A RARR T SO0 B4R 18 R —
B, MUERKFREE ByE 7 XYk RG24k,
Rk, T TAEEUEM . BERIE SRR L) 2
Yok # St Bk 1) F 27 W), Mok 2R HE A R
LML, SRAA R B 7 AR X st R4
MIEEIEAT, VASRASEIM . ok, &5 Ll
) A A 49 JEC Ath 7 THT ) B T o P 5 5 2 4 1)
HEE DI, AR S, B
Yt S ok 8ot . KAEMGE DA E LS 6 Fib

et 77 2Ty R 5 5 2 4 1k o) /LR AT 14T 22 29 M o
421 ML E

XAEHH: (double spending attack) 1Y X & 37
P8t , TR UL 2 Rl — AR T IR, 2
Yo 25 i@ I AN (R W RS AR A2 5, W IR — B80T
BEr R AL DASE IR R AT A H ATXAEBGE
16 51%%0t . e Bt . PR EE . Vector76 Mty
DLR A sh ey 5 Rpdeati 7 5%, B ST 8 N
i, BohEt— e HE RN MBI S, 58
k2 N =R s ) C AN TR i w1 S L e
A 51%5 ), it sy O R E Ao
BEATIER™, MRAR e KB SR 0O, 2243 e K P o IR
RS, JRBEREE TS, BBERON AR, JREERBUNAR
M E BB BB T, M Yt Ok T
ZHIAC Gy i S ¥4y, B fe Bt ] LAE e b4k 4k
A X AR T, SEILXUAE . Rosenfeld e S HY T A%
DIRACHIMEE, 4 7 &I, FFite 7 RHER
LU AT, BJEUERR TIEE 6 IREFEAE IR
153 450 22 4 DL SR S5 43 I 18] 4 BEAE R 0 22 4 1)
FBER TR WACTB T — MR A7 — bk
RIS ek R4, s St et A5
BEHLHBEEARK AN TS, REFLY—
PRSI ATAEA R X PV R ge T, B54E 2 400
TRAC G SR, RIAE 5 0 200 [R] B Rl B B2 ] B 2k
We, FEMINPAT —IREEHEL T Ja, HT 28 5 HEEK
DHAT, WRAE—F HIAT R, EE R AT
CIE T2 5 . MR ITCIERUEES 55 5 W5 28 5
B S — Ok AN [ B, O B i R T
o4 BUOUAE S ety il RO
422 HikxEk

H Xt Ceclipse attack) J& — P28 X 45 X 4%
(P2P, peer-to-peer) WX X, T TCP &E#HR
i, FELCAr Mg b, BN R A Y A %L
EAMR INEERN 117 AT, SNERE N 8 A4
IR, B WA 2 FH T A EE B AR AR
G, HRE A EZ A A, B ABEE
SRR E N AT E AN G S, ok
RIS N 2845 I, B A0 20 TE 52 349 SO
R T S S VAN (i b ey e o1 1] NP S
R a2 e W BIME R, SRR E
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7 MrdesR AT XS Y, B T DA R
HIAE 5 NG R, B 51 mi s BER,
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k52 515 AT TS 2 (A U FARE AT
TS BR X HREE B IR IZAL Sy, LA Dl S it XY
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41551
423 HRIZ&K

LRI (sybil attack) CO7E B4 h 72 28 1115
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B — T LR BN Z DA AR S, BRI
R TLARMUE ) —Fp e A R 77 e LR
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PR . 2022 4 4 H, #8555 HY Hop Protocol 7
TR AR, A R TR TR R 2R L AR Btk
AR DX 172 22 Al 25% AR T, 2 AR 2t AT BLid
I B IRESORIRAG R, ZECR E AR, Bl
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o4 F I (race condition attack) FE1H, 7E
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TEBSBE A Sy W), # 22 AEAE 28 5 A 1 5 S5 it
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KLU (long range attack) — ¥ H BLAE A FHAL
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RAAR AL M s Mo 72, R faBeh & 1 H i3
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